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1
Decision/action requested

This contribution proposes a key issue on security for PC5 link establishment for UE-to-network relay.
2
References

[1]
TR 23.752 Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)
3
Rationale

For UE-to-Network relay, two options (Layer-2 UE-to-Network relay and Layer-3 UE-to-Network relay) are under consideration in SA2 (see TR 23.752 [1]). Both options commonly provide network access service to remote UE with the following differences.

· Layer 2 relay: remote UE is registered to the 5GC and has an AS security context established with the gNB in the connected mode.

· Layer 3 relay: remote UE may be registered to the 5GC, but does not have an AS security context.

Meanwhile, both options require PC5 unicast link between the remote UE and UE-to-Network relay. Therefore, it should be studied how to establish PC5 link securely (e.g., authentication and security context establishment) for both options.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR 33.xxx.
***** START OF CHANGES *****
x.y
.1
Key Issue #y: security for PC5 link establishment for UE-to-network relay
UE-to-Network relay offers network access service to another UE (e.g., a remote UE) over NR PC5. A general architecture is shown below.
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Figure x.y-1 UE-to-Network Relay served by gNB
The UE-to-Network relay is registered to the 5GS as a UE. In order to provide service to the remote UE, the UE-to-Network relay needs to establish an NR PC5 link with the Remote UE. Security for PC5 link establishment is documented for LTE Prose in TS 33.303 and for eV2X in TS 33.536. However, it should be studied how to accommodate such procedures to 5G Prose. 
For UE-to-Network relay, two options (Layer-2 UE-to-Network relay and Layer-3 UE-to-Network relay) are under consideration in TR 23.752 [xx]. Both options commonly provide network access service to remote UE with the following differences.
· Layer 2 relay: remote UE is registered to the 5GC and has an AS security context established with the gNB in the connected mode.
· Layer 3 relay: remote UE may be registered to the 5GC, but does not have an AS security context.
Meanwhile, both options require PC5 unicast link between the remote UE and UE-to-Network relay. Therefore, it should be studied how to establish PC5 link securely (e.g., authentication and security context establishment) for both options.
x.y
.2
Security threats

Lack of security at PC5 link establishment for UE-to-Network relay may cause to DoS attacks against the remote UE.
Lack of security at PC5 link establishment for UE-to-Network relay may allow MitM attack where the attacker can eavesdrop, modify, or inject messages to the remote UE. 
x.y
.3
Potential security requirements
The system shall support a secure means to establish a PC5 link between the remote UE and the UE-to-Network relay.
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